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Purpose

The purpose of this Risk Management Plan is to describe the methodology for identifying, tracking, mitigating, and ultimately eliminating project risks. This document defines the risk management methodology and the roles and responsibilities within the project team.

The scope of this document pertains to projects managed by the Enterprise Project Management Office (EPMO) and is intended to address internal and external risks related to specific projects. The risk management methodology identified in this document will be used during the entire lifecycle of the project. The Vendor’s risk management methodology will be provided as a contractual deliverable and will develop a separate Risk Management Plan. The Vendor will be responsible for managing their project risk and reporting to EPMO Project Managers.

Risk Management is the discipline of identifying, monitoring and limiting risks. In some cases the acceptable risk may be near zero. Risks can come from accidents, natural causes and disasters as well as deliberate attacks from an adversary.  In businesses, risk management entails organized activity to manage uncertainty and threats and involves people following procedures and using tools in order to ensure conformance with risk-management policies.

Risk management is also used in the public sector to identify and mitigate risk to critical infrastructure. For the most part, these methodologies consist of the following elements, performed, more or less, in the following order.

1. identify, characterize, and assess threats 

2. assess the vulnerability of critical assets to specific threats 

3. determine the risk (i.e. the expected consequences of specific types of attacks on specific assets) 

4. identify ways to reduce those risks 

5. prioritize risk reduction measures based on a strategy 

The strategies include transferring the risk to another party, avoiding the risk, reducing the negative effect of the risk, and accepting some or all of the consequences of a particular risk. Risk management is a fundamental component of project management. The EPMO's risk management process is applicable to the entire lifecycle of a project, with risks continuously identified and treated, iteratively assessed and evaluated, and risks monitored as long as they are a threat. 

Methodology


The methodology utilized by the EPMO for risk management includes an element of progressive elaboration. As a project begins there are many elements of the project that are unknown. As the project progresses, more information is gained and project risk become more visible. In most cases there will be a Business Analyst (BA) involved with the project during the “pre-project” stage. Performing an initial Risk Assessment during the “pre-project” phase will be the responsibility of the Business Analyst. The Business Analyst will determine the most appropriate method for executing the initial risk assessment. It will be considered EPMO best practice to utilize the Project Risk Factor Checklist as a guide. The initial Project Risk Assessment will be considered a deliverable from the Business Analyst to the assigned Project Manager (PM) to be completed as part of the Business Case development process.


Once the project has been approved and considered a formal authorized project, the assigned Project Manager will utilize the initial Risk Assessment to determine the appropriate next steps in analyzing the project risk. The PM will defer to the judgment of the Project Director to establish the appropriate level of risk assessment. The PM may elect to conduct an expanded risk analysis within a project team meeting. Involving the assigned project team in the risk assessment will be considered an EPMO best practice. The PM may elect to complete the Risk Identification Worksheet which details the project risk, the probability of occurrence, the anticipated impact to the project, the likely exposure and an agreed upon mitigation plan. The Risk Management Plan and Risk Identification Worksheet should be reviewed periodically during project execution. Upon completion of the Project the Risk Identification Worksheet may be used as an input into the Lessons Learned process. It will be considered EPMO best practice to utilize the Risk Identification Worksheet throughout the entire project lifecycle. 

Roles and Responsibilities
	Name
	Risk Management Responsibilities

	Project Director
	Monitors and manages risk across multiple projects within the EPMO project portfolio.

	Project Sponsor
	Responsible for understanding risk and signing off on all risk mitigation plans.

	Project Manager
	Identifies project related risk, documents project risks, leads the effort to mitigate risk, leads the effort to communicate project risk.

	Project Team
	Contributes to the identification of project risks. Assist in the mitigation of risks. 

	Business Analyst
	Identifies initial risk assessment, gathers initial stakeholders input related to risk.


Budgeting


Depending on the size of the project, there may be a specific budget for risk management, however in most cases the funding for risk management will likely be contained in the overall project budget. For very large projects with numerous project risks, a budget line item may be developed to solely deal with risk abatement. 

Timing


The initial risk assessment will be conducted as early as reasonable in the project life cycle by the Business Analyst. This initial risk assessment should identify the likely project risks at a very high level. Once the project has formally been approved the Project Manager may elect to conduct a detailed risk assessment. This detailed risk assessment should be conducted as early as possible during the project initiation or planning phase. 

Scoring and Interpretation

The Risk Identification Worksheet facilitates the categorization of individual project risks. Each risk element should be rated according to the following criteria. Ratings will be estimates based upon project knowledge at the time. 

· Probability

· Probability is the overall likelihood of the risk element occurring.

· High – Very likely the event will occur; greater than a 70% chance

· Assign a value of 3

· Medium – A probability of 30-70% chance of occurrence.

· Assign a value of 2

· Low – Unlikely to occur; less than a 30% chance.

· Assign a value of 1

· Project Impact

· Project Impact – The severity of the risk on the success of the project.

· C- Critical – The risk, should it occur, will critically impact the project. The success of the project would likely be in jeopardy.

· Assign a value of 4

· S- Serious- The risk, should it occur, would seriously impact the project, but the project could still be successful.

· Assign a value of 3

· M- Moderate
· Assign a value of 2

· L-Low

· Assign a value of 1

· Exposure

· Exposure - The degree of exposure represents an interpretation of how the project manager should react to the risk. It is rated on a scale of 1-10.
· Rank of 6-9 – The risk should be Mitigated or Avoided
· Rank of 3-4 – The risk should be Reviewed and Monitored
· Rank of 1-2 – The risk should be Accepted or Assumed
Thresholds


The Project Manager will determine the appropriate threshold in which actions should be initiated. It will be considered EPMO best practice to provide an Agreed Action for each risk element that has a high Degree of Exposure. 

Communication


Communication regarding risk will follow the project communications plan.

Tracking 


Tracking of risk elements and activities should be documented in the Risk Management Worksheet.  The revision history table within the document should be utilized to document changes and updates.

Risk Management Process

The Project Risk Management Process is depicted in Figure 1. This depiction portrays the high-level process steps of the Risk Management process, which are:

· Identify - This step involves collecting candidate risk input from the Project participants and reviewing these candidate risks. Candidate risks that can be described and measured become “identified risks”. The Project Manager will work with risk originators and the Project Stakeholders and/or designee to achieve consensus on deciding whether or not candidate risks become identified risks.

· Analyze – Analysis is performed to transform risk items into information that can be used to aid decision-making and to validate the risk information, using risk analysis. Risk analysis involves classification and prioritization of risk items, providing recommendations for mitigating and measuring risk items, and reviewing risk item information. The tools and methodologies used for analysis may include: expert knowledge and root cause analysis. The outputs of this step are retired identified risks or identified risks that have been classified and prioritized with recommended mitigations and measurements. 
· Evaluate - The objective of the Evaluate Step is to develop a plan to take ownership of risk mitigation. Risk planning involves assigning risk ownership, developing risk mitigations, contingencies, developing measurements, reviewing and approving risk mitigations and measurements, translating mitigations into action plans, and updating risk measures in the Risk Identification Worksheet. 

· Treat - The objective of Treat step is to actively mitigate risks. Risk implementation involves the execution of risk mitigation action plans and recording risk information changes in the Risk Identification Worksheet
· Monitor- The objective of the Monitor step is to insure that all steps of the Risk Management process are being followed and, as a result, risks are being mitigated and contingency plans are followed as necessary. Risk tracking and control involves the oversight and tracking of risk mitigation and contingency action plan execution, re-assessment of risks, reporting risk status, and recording risk information changes in the Risk Identification Worksheet. 
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Figure 1
Related Documents

· Risk Identification Worksheet

· Project Risk Factors Checklist
· Risk Assessment Exercise
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