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Introduction

Purpose

The purpose of this design document is to articulate the actual physical, logical and application design considerations that together describe this system.  This document is meant to be the guide for building the system referenced within this document.  This is not a process document, service level agreement or operational document.  Any information pertaining to operational issues, are only noted for design implications.  Operational documentation can be found with in department SOP (Standard Operating Procedures) or WI (Work Instructions).

Scope

This document contains physical inventory information, application details and other critical aspects related to the physical and logical components that make up this specific system.  Also included are key ancillary systems that this system will utilize and the interoperability between these systems.

Audience

Enterprise Architect, Domain Administrators, System/Application Administrators, Network Administrators, Security Personnel, Database Administrators

Design Documentation Hierarchy

These design artifacts may come through standard EPMO processes or directly from network engineering, enterprise architecture or other.  When finalized, these documents will receive a design document number and begin the configuration management process managed by the systems administrators of the system.  Design changes will be recorded through the use of design configuration or change processes.  This process will included both design changes and general maintenance tasks outlined in the detailed design document.   For changes outside the standard maintenance scope such as application patching, approval will need to be granted by the system administrator and enterprise architect. 

Design Document Hierarchy

             EPMO PROCESS                                        ENTERPRISE ARCHITECT
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DD-XXXXX
      DD-XXXXX             SA-XXXXX

Design Documentation Ownership

The State of Vermont Enterprise Architecture Office is the steward of completed design documentation.  Access to design documentation will be granted by the IT Enterprise Architect as needed.  Because of the sensitive nature of some design information, additional design documentation such as IP address space will be maintained in a segregated manner.  During the design documentation draft phase, care should be taken to limit access to sensitive information.

Application Design

Overview

Information about the system (pictorials, visio, etc). 

Key Components of System

Use diagrams and or text to outline. (single tier, multi-tier services)

Interoperability between Components

Discussion the application communication between devices, application services etc..

Additional Application Design Considerations

Specific directories utilized, FTP services, additional access requirements.  Access Control Lists (ACL) will need to be addressed in the security section below.

High Availability Requirements (HA)

If High Availability (HA) is part of the design, then specifics need to be outlined for all (HA) components.  Differentiation should be made between Active-Active solutions versus Active-Passive solutions.  HA solutions are considered redundant components both physical and logical that are hosted in the same physical environment.  They are not considered Disaster Recovery (DR) or IT Contingencies (ITC) that would be executed as part of a Business Continuity Plan (BCP).  Full redundancy design requirements that require multiple physical environments should additionally be describe under DR/BC/ITC Design section.    

· HA Failover Process (MS Cluster Technology, VM VMotion, Load Balancing or other)

· HA Failover Test Plan (How do you test, How often will you test)

Business Continuity Plan (BCP) / IT Contingency (ITC) / Disaster Recovery Requirements

As part of any good business model, Business Continuity Plans encompass the processes and business requirements necessary to continue operations in case of catastrophic environmental, long term power interruptions and other business disrupting events.  The BCP that an organization develops will include personnel relocations, auxiliary connectivity points as well as the list of services that are not required both short term and long term.  Through the use of IT Contingencies (ITC), information systems may be required to shift environmental locations.  In cases requiring over 99.5% uptime or systems mandated by business needs as needing to always be available, redundant hardware, DR failover as well as inter data center connectivity will need to be addressed.  

Database Requirements

Database Design will require a separate Detailed Design so plan on referencing it.  In developing the database design, the systems administrator (SA) will work closely with the database administrator (DBA) to outline at a minimum the following list of requirements.  The database design document will utilize these and other requirements to design a corresponding database design that will meet performance, sizing and licensing requirements.  It is the responsibility of the DBA and IT Enterprise Architect to deliver database services that meet application requirements.

· Database engine and version requirements

· Disk Space requirements.

· Application Service Accounts.

· Memory requirements.

· Data Retention Mechanism. (Schedule/Duration)

· Database Version/Level

· Licensing Requirements

· Database Backup Recovery Requirements

· Mean Time to Recovery and Data Loss Acceptability

· Batch processing requirements

· Dedicated connections or connection pool (if pooled add details)

· IO Throughput requirements

· Estimated concurrent application connections

· Estimate concurrent user connections

· Automated Application Process load (Batch Processing Tasks) 

Messaging System Interoperability

· Exchange Account Utilization

· Specific Mailboxes used

· Protocol used

· Messaging system size, input output requirements

· Mailbox retention requirements

· Etc.

Active Directory Interoperability

· Account Utilization

· OU

· Group Policies that applied

· Global Catalog implications

· Domain Controller implications

· Master Schema implications

· Etc.

File Server Directory Design

In situations where file services are being delivered as part of the design, the following information should be included:

· Directory Structures

· Disk Quota

· Access Control Lists (ACL)

· Etc.

Web Services Design

In situations where internet services are being delivered as part of the design, the following information should be included: (*note: this subject area is incomplete) 

Physical Environment

Example Physical Device 1

This is the specifications pertaining to this device.

	Device Configuration

	Hardware
	Server/Chassis/other:

RAM: xx 

CPU: xx 

NIC: 6-1Gb ports

HBA: 2 ports

DII-ASSET TAG: xxx

Device Serial #:

Device Model #:

Additional Components #:



	Disk Configuration
	Size, Drive type, partitioning, logical, RAID TYPE, LUN  (local storage)

Size, Drive type, partitioning, logical, RAID TYPE, LUN  (External storage)

	Accounts
	Local Administrator (created on install): xxx

Domain Administrator :

System Administrator :

	Operating System
	OS: xx 

Revision: xx 

Patch Level as of: XX/XX/XXXX

System Name: XXX

Domain Membership: XXX 

	Device Role
	What does this device do within the system ?

	Network Connectivity
	IP: xx

Port Teaming: xx

Subnet Mask: xx 

Default Gateway: xxx

VLAN: xxxx

WINS Primary: xxxx

WINS Secondary: xxxx

WINS Additional: xxxx

DNS Primary: xxxx

DNS Secondary: xxxx

DNS Additional: xxxx

ILO: xxxx

	Anti Virus Component
	Xxxx

	Backup Component
	Xxx

	Monitoring Component(s)
	Xxx

	Additional Software
	Xxx


Add Additional Device(s) and Information as required.

Network Design

Logical Network Design

(Diagram, text and or Reference to other design documentation.)

Enterprise Firewall configuration and grouping can be found in the “Enterprise Ports and Protocol Grouping – Detail Design Document DD-00029.doc”  

Enterprise VLAN/IP configuration and grouping can be found in the “Enterprise VLAN and IP Space – Detail Design Document DD-00030.doc”  

Diagram

Physical Network Connectivity

Details (Switch Port Assignments and Cabling)

Diagram

Enterprise Firewall Design

Firewall configuration and grouping can be found in the “Enterprise Ports and Protocol Grouping – Detail Design Document DD-00029.doc”   Add groups required here and make necessary revisions to referenced document.

GROUP1

GROUP2

GROUP3

GROUPN

Enterprise VLAN/IP Space

VLAN and IP Space assignments and grouping can be found in the “Enterprise VLAN and IP Space – Detail Design Document DD-00030.doc”   Add groups if required here and make necessary revisions to referenced document.

VPN Access

VPN access should.

Backup Strategy

Backup

There will be two types of backup conducted. Type one is a back up using Enterprise Backup and Recovery System (NetBackup) and will be conducted with full backups once a week and incremental daily based on best practices.  Backups are kept on disk media for immediate recovery for approximately 1 week. In addition, disk images are maintained on tape storage for approximately 1 month.  Type two is used mainly for maintenance, and will comprise a VM image snapshot that will be taken within the Enterprise Administrative VM Environment.  These images are on an as needed basis and retained on disk for only short periods of time.  Details can be referenced in the Enterprise Backup and Recovery Design Document DD-00003.doc.  

Recovery 

Recovery will use both types of backups.  Snapshots will be taken before maintenance on the server and will be readily available in case a quick restore is required.  Details about the Enterprise Backup and Recovery system can be located in corresponding design documentation.  

Monitoring 

Monitoring can be done through Virtual Center, SCOM via SMTP trapping, SCOM via clients and/or HP System Insight Manager. Any specific traps and or details pertaining to what is to be monitored should be listed.  Escalations procedures for alerts are not required in this document, but are more suited for Standard Operating Procedures (SOP). Refer to Enterprise Monitoring Detailed Design DD-00021.doc.

Maintenance, Updates and Patching 

Maintenance window will be schedule for (Days/Times/Exceptions). If any changes are scheduled to happen, notifications will go out to affected participants. Before every maintenance schedule, the system will be backed-up and be prepared for full recovery.

Operating System Security patches

 Security patches will be implemented at the time of the patch release during scheduled maintenance windows and at the discretion of the systems administrator(s).  Because security patches mitigate security risks, quality assurance and other testing will be waived in order to maintain the security of the system.  Best practices will be utilized for fast recovery in case of negative impact on systems.

Operating System patches

Research and testing will be conducted by the systems administrator(s) to determine if miscellaneous windows patching will affect system stability, performance and functionality.  These types of patches will be applied at the discretion of the systems administrator(s) following best practices.  Service pack releases will fall under this category.

Application Patches

 Research and testing will be conducted by the systems administrator(s) to determine if the system will be affected and determine the risk.  Working closely with the application vendor, a patch and release process based on vendor recommendations will be followed.  Where possible, application patching will need to first be completed in a temporary quality assurance environment. This will follow best practice application patching per vendor recommendations.

Patching System Impact

For details regarding the Enterprise Patch Management System please refer to Enterprise WSUS Design Document DD-00026.

Enterprise Anti Virus Impact

For details regarding the Enterprise Symantec Anti Virus Management System please refer to Enterprise Symantec Endpoint Protection for Servers Design Document DD-00016.

Exceptions/Exclusions

There are particular folders and files that will be excluded from anti-virus scanning. 

Enterprise Security Impact

 Physical Security 

These systems will be located in an approved State of Vermont Data Centers.  Access-control to the data centers are managed by the data center manager please reference data center policies and procedures.

 Network Logical Security 

Network Logical Security Documentation is part of the Detailed Design and includes ports and protocols listed in Firewall Design and Modifications.

 Data classification

The data produced in this application is not considered high risk with regards to privacy and or confidentiality.   No additional data protection measures are required.

Access Control Security 

These systems are only accessible by domain administrator, systems administrators and network administrators.  Users accounts are supplied either locally to the host environment or are controlled through an appropriate Active Directory (AD) Instance.

Security Assessment Document

The State of Vermont Security Office requires a formal autonomous Security Assessment (SA) be performed on new and modified system designs.  This (SA) document is based on National Institute of Standards and Technology (NIST) and is an all encompassing security assessment report that is tied directly to the Detailed Design Documentation.  If a Detail Design Document is assigned a reference number of DD-000XX than its associated Security Assessment (SA) Document will be referenced by SA-000XX.

Enterprise Business Continuity/IT Contingency Impact

This system design incorporates both high availability components as well as secondary failover components.  

  General Information (Reference Guide)

Consultant/Vendor Relationships 

In order to capture vendor interactions with this system, both hardware and software interactions that occur as part on ongoing maintenance are required.  If the physical devices are part of on going maintenance, than describe the maintenance agreement and include vendor contact information in the responsibility matrix at the beginning of this document.  If software maintenance is part of vendor support, briefly describe the agreement and the involvement the vendor will have with the system.  If vendors require access to these systems in production, Access Control Lists and VPN accounts required should be list in their appropriate sections within this document.  This design document is not meant to take the place of Standard Operating Procedures (SOP) or Work Instructions (WI).   

Licensing Requirements

Outline licensing method for all application software involved.  Is there software maintenance, software assurance, licensing keys etc.  

Hardware guides Utilized

If there where specific hardware guides, technical specifications or other information utilized to size, design or augment this system include references here. 

Software guides Utilized

If there where specific software guides, technical specifications or other information utilized to size, design or augment this system include references here. 

State of Vermont Referenced Policies and Procedures 

If there where specific SOV guidelines or policies utilized or incorporated into this system, include references here.   Many of these reference documents are already included in the Security Assessment (SA) document that will accompany this detail design.
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