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General Terms of the Service Level Agreement

This Service Level Agreement (SLA) documents the agreement between the [Party 1 Name Here] (customer) and the [Party 2 Name Here] for _______. This agreement is in effect from mm/dd/yyyy to mm/dd/yyyy unless otherwise modified by an amendment. All terms are in effect until modified by an amendment.

As services and technologies change, the SLA may change to reflect the improvements and/or changes. This SLA will be reviewed annually in July and updated as necessary. When updates are deemed necessary, the customer will be asked to review and approve the changes.

Warranty and Liability

It is the mission of DII to provide high quality, cost effective information technology services to all customers.

We commit to protecting the applications, equipment and data supported under this SLA from deliberate damage from DII or other persons provided access to the equipment by DII.  However, we will not be held liable for any damage to applications, equipment or data owned by the customer or data loss that occurs due to accidental actions by DII staff or other persons.

Services Categories

1. Application/Server/Network Support

2. Data Center Services

3. Change Management

4. Project Management

5. Budgeting and Purchasing

Application/Server/Network Support

DII agrees to provide application/server and network support that will include:

1. Patch Management

2. Virus Protection

3. Connectivity Support

4. Change Management Processes

5. Access Services via Active Directory

6. Hardware Replacement (see Budgeting)

Customer agrees to provide testing resources/personnel for upgrades and other significant system changes. 

Data Center Services

1. DII agrees to provide Data Center service for the customer’s servers and associated systems including the following: 

2. Power/UPS/Generator

3. HVAC

4. Fire Suppression

5. Connectivity

6. Physical Security

7. Monitoring

Change Management Process

All requests for changes to systems or applications, whether originated by the customer or by DII must go through the DII change management process for approval.  The process starts with a request submitted via Footprints. 

Requests will not be done without customer notification. In the case of an emergency, the customer will be contacted as quickly as feasible and informed of the changes.

1. Change Management Communications Methods

a. Standard Requests 

All standard requests for account changes or other non-emergency requests must be submitted via Footprints.

b. Emergency Requests 

Emergency requests must be submitted either in person, Footprints or email. 

c. Escalation 

If problems are not resolved to the customer’s satisfaction by the above methods, the customer can escalate the response by contacting DII management in the following order: 

1. Supervisor 

2. Deputy Commissioner

3. Commissioner

2. Systems Request Authority

a. Master authority list 

List of people who can add or remove people from the remaining lists.

b. Account change authority list

List of people who can request Account changes. 

c. Systems changes authority list 

List of people who can request System changes.

d. Application changes authority list 

List of people who can request Application changes.

Project Management

DII agrees to provide Project Management services for significant information technology projects related to the customer’s systems.  Projects will range from small uncomplicated efforts to large, complex endeavors.  No matter what the size, standard processes are necessary to ensure the work is properly defined and properly approved/prioritized.  DII is available to provide direct management or mentoring (depending on availability of project managers) for projects categorized as medium or higher; see table below:

	Size
	Effort Hours

	Small
	1-250 hours

	Medium
	251 – 2500 hours

	Large
	over 2500 hours


Budgeting and Purchasing

DII agrees to assist the customer in determining hardware and software requirements for the upcoming fiscal year prior to the budget submission.  DII will budget the expenses in the DII budget and the customer will budget for an invoice from DII related to the agreed to expense.  DII and the customer will agree prior to budget submission on any charges to the enterprise special fund for the upcoming fiscal year.  

Problem Severity and Response Time

DII will respond to problems according to the following severity. 

	Problem Severity 
	Initial Response Time 

	Critical 
	15 minutes

	Urgent 
	30 minutes

	Medium
	4 hours

	Low
	8 hours 


Critical:

Major Business Impact – defined as a problem that causes complete loss of service to the customer’s production environment and work can not reasonably continue.  Workarounds to provide the same functionality are not possible and can not be found in time to minimize the impact on the customer’s business. The problem has one or more of the following characteristics: 

· A large number of users cannot access the system. 

· Critical functionality is not available.  The application cannot continue because a vital feature is inoperable, data cannot be secured, backed up, etc. 
Urgent:

Significant Business Impact – this classification applies when processing can proceed but performance is significantly reduced and/or operation of the system is considered severely limited.  No workaround is available, however operation can continue in a restricted fashion.  The problem has one or more of the following characteristics:
· Internal software error, causing the system to fail, but restart or recovery is possible.

· Severely degraded performance.

· Some important functionality is unavailable, yet the system can continue to operate in a restricted fashion.

Medium:

Minor Business Impact – a problem that causes minimal loss of service. The impact of the problem is minor or an inconvenience, such as a manual bypass to restore product functionality.  The problem has one or more of the following characteristics:

· A software error for which there is a customer acceptable workaround. 

· Minimal performance degradation. 

· Software error requiring manual editing of configuration or script files around a problem.
Low

No Business Impact – a problem that causes no loss of service and in no way impedes use of the system. The impact of the problem has one or more of the following characteristics: 

· A software enhancement for which there is a customer acceptable workaround. 

· Documentation error. 

i. Signatures

This Service Level Agreement has been read and accepted by the authorized representatives of [Party 1 Name Here] and [Party 2 Name Here].
Approvals

	Role
	Name and Title
	Signature
	Date
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